Welcome to the PIA for FY 2010!

Congress pasted the E-Government Act of 2002 to encourage the use of Web-based Internet applications or other information technology by
Government agencies, with the intention of enhanting access to government information and services and increasing the effectiveness,
efficiency, and quality of government operations.

To combat public concerns regarding the disclosure of private information, the E-Government Act mandated various measures, including the
requirement that Federal agencies conduct a Privacy Impact Assessment (PIA} for projects with information technology systems that collect,
maintain, and/or disseminate “personally identifiable information” of the public. Personally identifiable information, or “personal information,” is
Infarmation that may be used to identify a specific person,

The Privacy Act and VA policy require that personally identifiable information anly be used for the purpose{s) for which it was collected, unless
consent (opt-in) ks granted. Individuals must be provided an opportu nity to provide consent for any secondary use of infarmation, such as use of
coilected information for marketing.

Directipns:
VA 6308 [s the directive which outlines the PIA requirement for every System/Application/Program. More information can be found by reading VA
6508.

If you find that you can't click on checkboxes, make sure that you are: 1) Not in “design mode” and 2] you have enabled macros.

P1A Website:

Roles and Responsibilities:

Roles and responsibilities for the specific process are clearly defined for all levels of staff in the Privacy Impact Assessment Handbook 6202.2
referanced in the procedure section of this document.
a. The Privacy Otficer is responsible for the overall coardination and review of the PIA 1o ensure campliance with YA Handbook 6202.7.

b. Recards Officer (s responsible for supplying records retention and deletion schedules.

c. Infarmation Technology (IT) statf responsible for the privacy of the system data will perform a PIA In accordance with VA Handbook 6202.2
and to immediately report all anomalies ta the Privacy Service and appropriate management chaln.

d. Infarmation Security Officer [150]) Is respansible for assisting the FPrivacy Officer and providing Infermation regarding sccutity cantrals,

wetams ranrdinating with the Privacy Officer Infarmatinn Secirity Offienr and athers whin hawe fanrarns ahooat privacy and taerity issues and



e. The CIO is responsible far ensuring that the systems under his or her jurisdiction undergo a PI&, This responsibllity includes identifying the T




systems; eoordinating with the Privacy Oficer, Information Security Officer, and others wha have concerns about privacy and security ssucs; and
reviewing and approving the PIA before submission to the Privacy Service,

dalitl 1l {Pe, i Ble in i
Informatian in identifiable form that is collected and stered in the system that cither directly identifies and indvidual by name, address, social
security number, teleghone number, o mail address, blometric identifiers, ph otograph, or ather unigue numbers, codes of characteristics or
cambined, indirect Indentify an individual such as a combination of gerder, race, birth date, geographical indicators, license number is alsg
conzidared P,

Ma Enabled on Thi
To enatile macros, go to: 1) Toals> Macros > Security - Set to Medium: 2} Click OF: 3] Clase the file and when reopening click on Enable Macros at
the prompt.




AT ——— e

(FY 2010) PIA: System Identification

Program or System Mame: Region 4>VHASVISNZ »Vista

OME Unique System / Application / Program

[dentifier (AKAZUPI D &): 029-00-01-11-01-1180-00
The Wisn 2 Wisth opatem is Lhe softeare platform
and hardware infraviruitiore [associated with
chnical aperatons) on which the vpstate New
York WVHA health care facilities operate their
seftware applications and suppart foeE-
s rrmee vt inntiatrer . I imci ces. ERe computer
equipment aniociated with (linical sperations
#nd the employees neceitary 1o cperate the
syater Visth i 2 ol nf-tetvet dyitem Bt Enks the
Taoiity computer neteci 1o ever 100
applwatiors amd seversl databawes, In 7010, the
WIEN 2 WhtA iywaten supports [T servites scfons
the WA crganizations in upatate Mew York which
has & Aetwork of 5 medaal cenfers, 28
tommunity baced outpatient Llinics and
natioral cemeteries, WiltA provides criical datfa
that supparts the delivery of healthcare to
witerans and Lheir dependants. Uning the
Comuter, the WA health care prosider Can acteds
WiitA epplicatbons and mest 3 wide range of
hesith care data needs, The Wisth syilem
operates in medical cepters, ambulstary and
coemiminity-baed Clirk s, frursing homes and
damicHiary

Description of System / Application / Program:
e —— T — T ——

Facility Name: WiSN 2 stored in Philadelphia PA
Name: Phone: Email:

Privacy Officer; Antolnette Smith 518-626-6503 _Antoinette Smith@iva gov
Information Security Officer: Cynthia Brown 518-626-6242 _Cymihs brown@4@va gov

Chief Infermation Officer: Diane Niemann 518-626-6212 Diano Niomanniva.gov




Person Completing Document: Cynthia Brown 518-626-6242 _Cynihia brown24@ve.gov

Other Titles:
Other Titles: Other Titles: Date of Last PIA
Approved by VACO Privacy

Services: [MM/YYTY) 08/2008
Date Approval To Operate Explres: 2012
e i

program or system; Title 38, United States Code, section 7301{a). SORN 79VA19
What is the expected number of individuals
that will have their Pll stored in this system:

B39186 patient 619339
Identify what stage the System / Application /
Program is at: Operations/Maintenance
The approximate date [MM/YYYY) the system
will be eperational [if in the Design or
Development stage), or the approximate
number of years the Operational now, since 1998, 11
systemyfapplication/program has been in years
operation.
Is there an authorized change control process
which documents any changes to existing
applications or systems? ¥Yes
If No, please explain:
Has a PiA been completed within the last three
years? Yes
T — T o vt L5 T T——weiiia ITE
Date of Repart (MM/YVYY]: 0572010
YES

™ Have any changes been made to the system since the last PIA?
r Is this a PIV system/application/program collecting PIl data from Federal emplovees. contractors. or others performing work for



I Have any changes been made to the system since the last PIA?
-

YES Is this a PIV system/application/program collecting Pll data from Federal employees, contractors, or others performing work for
YES
& Wil this system/application/program retrieve information on the basis of name, unigue identifier, symbel, arother PIl data?
i &~ Does this system/application/program collect, store or disseminate PIl/PHI data?

"'* & Does this system/application/program collect, stare or disseminate the SSN?

If there is no Personally Identifiable Information on your system, please skip to TAB 12. {See Comment far Definitian of PlI)



(FY 2010) PIA: System of Records

B oy R T R R Sy
Is the data maintained under one or more approved System(s) of Records?

Yes
if the answer above is no, please skip to row 16.
T o~ R T Tty
For each applicable System(s) of Records, list:
1. All System of Record Identifier{s) (number): SORMN 789VA1S; 24VALD
2. Name of the System of Records: Vistah-VA; *Patient Medical Records-VA |_

3. Location where the specific applicable System of Records Motice may be hitp /v vhaco va goviprivacy/SystemofRecond
accessed (include the URL): s htm

Have you read, and will the application, system, ar program comply with, all data

management practicas in the System of Records Notice(s)? Yes
P e e = e —— — ;e
Does the System of Records Motice require modification or updating? Mo
et

{Please Select Yes/No)
Is Pii collected by paper methods? Yes
Is Pl collected by verbal methods? Yes
Is Pll collected by automated methods? Yes
Is a Privacy notice provided? Yes
Proximity and Timing: Is the privacy notice provided at the time of data collection? Yes
Purpose: Does the privacy notice describe the principal purpose(s) for which the
infermation will be used? Yes

Authority: Does the privacy notice specify the effects of providing information on a
voluntary basis? Yes
Disclosures: Does the privacy notice specify routine use(s) that may be made of the
information? Yes



{FY 2010) PIA: Notice

Pieate Till in each column for the data types weied ted

Dt Typee

Collaction Mthod

What well tha subjects be todd sbout the

Mo |5 this mestage

How 11 & privacy

infarmation collection? totveved to them? natice prosided?
Weteran ar Primary Subject's Persoral
Eontact information [nerme, address, an e of by riail there are dodaimers in
telephone, eir) ALl person tafd ko create a record ] i
Ve # B e o 5 T et P i tha
karmily Relation [spoine, children, Fabiiaws We rorae] imeriy i T s nme name Fre
pareats, prarcparents, sic) ALL Bershrmrghianatin &1 Al
Service Imformation ALL delerrre egiblty Al 1
Mecical Irdormation AlL Continuty of medical care M &N
Criminsl Becord Irfarmataon ALL FealthC e Wertisd & Automate All
Guardian Information 1) tesefety; cortirwed care A Al
Lducation Infarmateon Papsr be=e it pomton gualdficatiors Verhally Wb by
Berefit information Al ity ] L
Dter (Exglain]
Soirge Iz data callectign
Data Type s Bata Type Stored on | regquested, identify the wpecific file, Mardstory or Additional
Your Fritem? eritity andfor name of agency) Weluntary? Corrmenis
Weleran of Primary Subject's Persaral
Cortsl Inlofmaten jname, addrer,
trlephone, ett) Yes Veteran Mharedatory
Farmiby Rorlation {spoese, dhidren,
ﬂu.....l.. -.2.:..._ pareniy, el T Weteran Wolurtary
Service lormalion ¥eg Other Federal Agency {Identify] Mandatary
—

Information from
Medical blnformation weleran, o ireadery

and otharr eotermal

el rher [Fyplaing Woiuntary L e
Cruminaf Record information M
Guardhan Enfarmation Tt Wetmran Wolurriary
—

[ducation Infarmation Mo




Multple agenoies
ard spurces are
waed Lo determane
LY Crireef [Enplamn} Bhandatory Berwelits,

Trtfwer [Enplmin
orher [Explain)
Other [[azlaing

Benefit Informatan



{F¥ 2010} PIA: Data Sharing

Organitation

Hame o
Agency/Organization

Do they
FRt
this

wyutem?

Identify the type of Data
Sharing and its purpose.

IsPilor  What b the procedure you
PHI relerence for the release of
Shared? Informathan?

Internai $haring: VA Drganimaton

Wi, WA and cemetany

Medical, 558 and benefits
Infarmation mshared far
purposes of benefits,
employrrent and payrod
purposes. Information is
shared securely withun the
WA senere nebhaori

Yed

Both P&

FHI 1E05.1

Other YVeleran Drganiration

Wi weleran werwce

ormanation.

Medical data to establsh
eliphility

e

Both PUE  Per patiert authoreahon per
PHI 1605.1

16151 for DOD and patient

Crher Federd Goverrement Agency DOD; Degartrrent of Labor - Medical Data - sharing Both PR authorzaton for deparrment
Fiarlems WHTLA Vg asgreerment and treatment PHi of labar
S Medical and Health Authonraton to relase
at :
State Govemiment Agercy e et irfarmatian - heip to provided by the patlent:
Varios state agencies for determine chghilty for Both I & Stnding letters with state
wmarelatney Pt ire M IRREE, rant benefics FHE per 1645.1
Garnish wages and provide Per standing ketter for
Local Governmert Azeey A et Tr reenes Bt B R VRS T Criert sssdmr andd
Wtk Mo abuse PHE wrliten autharization
Thie sgreemert is by and
between the Univ, of
Rewrarch Entrty Peiniayhvanis/Dr, Wargaret
Stineman and the Rehab
Dureeeries Rezearch Certer, Collection of  demograghics,  functional  status,
2 rempanert of the US mortality, clinical eharacteristics and date of admission
Dept. ef Velerar's AHars pg And date of gischarge for admisslons related to
stroke N/A 1605.1 far research
Ceher Project [ System £dmerastrative and Medical - Bath PII &
Contractons Yer  provide contrall seraoes PHI  BAR
e R T i Sl St b BathPIl & Patent Atheriztion per
s
Admirestraton Ho  Medeal for 554 benefits P 16053

Other Progect [ System




{FY 2010) PIA: Access to Records

Dioess the system gather information

fresm another system? Fexu

Please enter the narre of the wystem: From nathorsl fysternsuch
an M, Cide; VISH 2-

Miumps rudhofar;

Per responses it Tab &, does the wystemn
gather informabon from an ndnddual? Tes

#information b gathered from an " Through a \Written Peguest

3l T sunmitted in Perian
dratdiial, B the inlormation proided —
! - o ) | Onfire via Electronlc Form

b there a cortingeney plan m place to
process information when the syatem s
doram? Yeu

(FY 2010} PIA: Secondary Use

Will ¥l data e inchuded with ary
serondary i neguest T e

™ Drug/Alcohal Counseling ™ Mental Health
Ao please chack 28 that aonhe, AlL

h|1hnn_l.n__.

b el Dol mr o, Kb

in accordange with 7332
ard 16051 and cther VA,
Desonbe process for suthosling accesy WHA, VEBN and local
ko thes data. polities

Answer:




(FY 2010} PIA: Program Leve! Questions
Dors this PIA form contain any sensitive information that cowdd cause harm Lo the Department of Yeterans

Adlasrs or any party If disclosed to the public? No
IF¥es, Please Specify-
Fxplain kow collected data are lamited 10 required elements:

Armwer Ondy mimamum reguested information wa
Haowi is dats checked for completencs?

ArmeT Group effart with 150, PAD, IT and wubject
What steps of procedures are taken to enaure the dats rermains current and not out of date?

ANTWET Cuarterly feview

How i new data verified for relevance, autherticy and accuracy?

Eerraver: Group effort with 150, PR, [T and subjrct
Additional infarmahion: {Prowvide oy recessary olarifying irformation or ooidrtong! exskormmion for b

et )

Answer:

(FY 2010} PIA: Retention & Disposal
What is the data retention period?

Ariwer: no divpostion currently ety

Explain why the Information s needed for the indcated retention perkod?

ArEmaeT Per relention whedule

What are the procedures for eliminating data ot the ord of the retention pedlod?

Afmeer: Wisuld depend on purging of SMART data
Where are these procedures documented?

Argwer: falioral database

How afe dals retention procedures onforged?
Anywer natanal

tas the retenticn schedule been approved by the Natseral Archeves and Records Adminitalion [NARA]

Mo
Additsonal information: [Frovide ary necrarny donfing infonmation or oo tona! explanetion for b
sertion. |
Armwer:
(FY 2010} PIA: Children's Online Privacy Protection Act (COPPA)
Will mformation be coliected throwgh the intermet from children under age 137 Ko

I ¥emu, How will parental or puardian appeoval be ohtaines?

Arnvwer;
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(FY 2010) PIA: Final Signatures
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5186266503 __mu_m-._nﬁ. @:ﬁ_@ VAL go

Information Security Cfficer; Cynthia Brown 518-626-6242  Cynthia brown24 @va gov
_ o d
| T DI e pock

ﬂ_m_m._inﬁnen: Officer: 'Diane Niemann 518-626-6212___ Diane Nemann@va gov
m |
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Person Complating Document: Cynthia Brown P |m..um.mum1mu.._u]r
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